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Copyright

Copyright © ASHA Solution. All rights reserved. This is unpublished material and contains confidential
information, therefore it is subject to a confidentiality agreement. Unauthorized possession, use, partial
or total reproduction, distribution, demonstration, or disclosure of this material without the express
authorization of ASHA Solution is prohibited.

Confidentiality

This document contains confidential company information of a proprietary and sensitive nature.
Therefore, it must be handled with the same security and precautions applied to confidential documents
of this nature. Distribution must be controlled and limited to relevant entities only, and it must not be
copied without written permission from ASHA Solution.
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1. Document Information

1.1 Introduction
This document contains the information that CSIRT ASHA considers relevant to its target community,
described in the following sections.The organization of this document follows the guidelines established
in IETF RFC 2350, available at https://tools.ietf.org/html/rfc2350

1.2 Document Audience
The primary audience of this document is CSIRT ASHA clients. However, it is also intended for other
established CSIRTs, organizations with a legitimate interest in the services provided, and the general
public.
The document may be freely distributed, subject to copyright controls.

1.3 Last Updated
Version 1.0, published 05/12/2025.

1.4 Distribution List for Notifications

There is no distribution list for document change notifications. New versions, when published, will replace
previous versions at:

https://ashasolution.com/contacto/
1.5 Location of This Document

This version is available on CSIRT ASHA’s website at: https://ashasolution.com/contacto/ Make sure
you’re using the latest version of this document.

2. Contact Information

2.1 Team Name
CSIRT ASHA
2.2 Address

Av. Ejército  Nacional Mexicano 1112 -  Office 1001, Polanco, First  Section
Miguel Hidalgo, 11510, Mexico City, CDMX

2.3 Time Zone

Mexico City (GMT-6)

ASHA Solution, S.A. de C.V. AS01406273Q5 Avenida Ejército Nacional 1112-1001, Colonia Polanco | Seccidn,

Alcaldia Miguel Hidalgo, C.P. 11510 - CDMX - T: 55 7258 2896



https://ashasolution.com/contacto/
https://ashasolution.com/contacto/

Proyecto:

FIRST

Cliente:

ASHA Solution +*

*®
Clasificacion: PUBLIC Py
Tipo de documento: P0-010725-ASHA-FIRST
TLP WHITE

SOLUTION
2.4 Telephone

+52 557258 2896

2.5 Email Address
inteligencia@ashasolution.com

2.6 Other Communication Means
Emergency phone: 8006573719

2.7 Public Keys and Encryption
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WSgnrMGgzdcfHkMYyabBPNfro9oxexr7hFeQqfQzu9Yx0B+9QrUAR+tdXVMg/FCp
KGrab4Vdlu95r6UglO73yyzIWIN9zfrDiN6jUx86wj3XLHdf/HrMVVj8DKgXfSKZ
nZ9q99gs19DCyFr/CeLLYRwr28ra2Q3kuwxePcJUeULq1Cmflbgi7elMaiCKLXbZ
hTwznkZK+nOCgfzbKErXiD/76N/Lo0f412boXfMRxb6D6dUieTYFBFUsOXzhABEB
AAGJAIgEGAEIAEIWIQQOpkyNcYZ7ZMWVPJBuYGSvWMw8/ZQUCaa8l)BsUgAAAAAAE¢/Cp2mPyb9uMK414MVGZCr6d1jINtAw8rNDHW3yPh3Zapk4gLdCUDQRE
6kkCqoqyi2v5JwXKD0O3ZTe4qnBrgx3zejiu/ddgVxPbMDdV/+u882485Q50pXhj6
bNtC3hn0+u309AFJSdf1A3]Yiz6ZZeekMfTDHUS5HeEXLFtZ1AaHhYKO1leGAcuEvs
+McrZgYt57ENDysHTtg3divinSt8YKFR5S1uigm4d6dghsbXzleCP8oAF+gga36U
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pgLSsoHR8ie2awtv+moUlrcR2mxhuYFzcOfXS+evdYzV5Y7Bih6Tq6Q9jTvIKjs6
OnLgSOBfjng4ICmMcefuDJJ614164XbESHIIgpnHMsiwgk+S5TLNJMKHGDw5qvijl
kdeW4ZKA/S9qzQTuGhf189MZT2PzCrPRtx8xFVELCwle1UVkCduOwF5qoHcFYeol
RjliXmUKkjTB1JgQLycMaTcN/vzsGSW8ioR0OIqEfBCIX7jRyd/aAf2g==
=0Mtg

2.8 Team Members

The contact information and names of CSIRT ASHA members are confidential and not publicly disclosed.
When necessary, team members will fully identify themselves in formal communications.

Structure:
e CSIRT Leader
e Cyber Threat Intelligence Specialists
e Cyber Threat Intelligence Analysts
e Operations Engineers
2.9 Operating Hours
Business hours: 10:00 a.m. — 5:00 p.m. (GMT-6), 5x7 schedule, Service Desk availability: 24/7/365
2.10 Additional Information
Additional information is available at:
https://ashasolution.com/contacto/
2.11 Contact Points
The preferred contact channel is via the following email address: inteligencia@ashasolution.com. This
account is monitored by members of our team. If urgent attention is required, please include the word
“urgent” in the “Subject” field of the email to ensure it is prioritized.
If it is not possible to use email, or if email cannot be used for security reasons, you may contact us by

calling the number specified in Section 2.4 of this document. Telephone support is available during our
business hours, from 10:00 a.m. to 5:00 p.m., Monday through Friday.
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3. Charter

3.1 Mission
To provide proactive, contextualized, and reliable cyber intelligence through the acquisition, analysis, and
timely communication of relevant information about threats, malicious actors, and attack vectors,
continuously strengthening the security posture of our clients, partners, and stakeholders, and
contributing to a more resilient and secure digital ecosystem.

3.2 Scope

CSIRT ASHA services are directed to the entire ASHA Solution client base, including internal departments
and any external entity, whether public or private.

3.3 Sponsorship / Affiliation
ASHA CSIRT belongs to ASHA Solution S.A. de C.V. and reports directly to the SecOps Coordination.
3.4 Authority
ASHA CSIRT reports directly to SecOps Coordination for strategic alignment and oversight, while

maintaining operational autonomy, full command authority, and technical decision-making capabilities
within the established framework.

4. Policies

e All information managed by CSIRT ASHA must be handled under Confidentiality, Integrity, and
Availability (CIA) principles.

e By default, all information is treated as confidential until formally classified.

e Information must be handled according to current security policies and through authorized
corporate channels only.

4.1 Information Classification and Protection
All information is classified according to the Traffic Light Protocol (TLP):

e TLP:RED — Restricted to individuals directly involved.

e TLP:AMBER - Limited distribution to specific organizations.

e TLP:GREEN — Shareable within the cybersecurity community, not public.

e TLP:CLEAR — Public information, no sensitive data.
The assigned classification must remain visible in documents and/or investigation reports, preventing
unauthorized disclosure. A formal classification process will be applied to incoming information,

evaluating its relevance, sensitivity, and source, preserving the TLP classification throughout its lifecycle.

Information stored on servers and workstations must be protected with AES-256 encryption.

ASHA Solution, S.A. de C.V. AS01406273Q5 Avenida Ejército Nacional 1112-1001, Colonia Polanco | Seccidn,

Alcaldia Miguel Hidalgo, C.P. 11510 - CDMX - T: 55 7258 2896




Proyecto: FIRST
Cliente: ASHA Solution

*oe
Clasificacion: PUBLIC
Tipo de documento: P0-010725-ASHA-FIRST @', m
TLP WHITE

SOoOLuUuT ! ON

4.2 Access Controls and Responsibilities

e Access to information will be restricted under the principle of least privilege (need-to-know) and
managed through role-based access controls (RBAC), authorized by the Engineering Management.

e The Area Leader will be responsible for keeping technological protection measures up to date,
ensuring alignment with the Information Security Policy.

e Information Owners must perform periodic reviews annually or whenever a significant change
occurs to verify compliance with policies, standards, and procedures, including retention periods
and applicable legal requirements.

e All CSIRT ASHA personnel must have signed confidentiality agreements and internal codes of ethics
and conduct.

4.3 Information Disclosure and Coordination

e Disclosure of incident-related information will be carried out only under strict protocols,
prioritizing the protection of the involved parties and national cooperation.

e Authorization for disclosure rests with the CSIRT ASHA Leader, in coordination with SecOps
Coordination, and all disclosures must be recorded, including recipients, date, and the applied TLP
level.

e Before disclosing information, the cyber intelligence team and technical analysts will verify its
accuracy, relevance, and sensitivity, preventing leaks or improper exposure.

e CSIRT ASHA may share loCs, TTPs, and validated reports with trusted networks such as FIRST,
ISACs, and MISP, through secure and traceable channels.

4.4 Evidence Preservation and Legal Considerations

In cases involving potential legal implications, CSIRT ASHA will ensure the preservation of the chain
of custody, guaranteeing the traceability and preservation of digital evidence.
In interactions with third parties, the use of secure communication channels will be required.

4.5 Tools and Incident Reporting

e The use of tools for incident detection and analysis will be limited exclusively to those approved
by the security area; the use of unauthorized or unlicensed software is prohibited.

e Any incident, detected vulnerability, or misuse of information must be reported immediately to
the Area Leader and to the SecOps and CyberOps Coordinations, either directly or anonymously.

e CSIRT ASHA personnel must protect all information under their responsibility using only approved
corporate channels and repositories.
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5. Services

CSIRT ASHA conducts cyber investigation activities focused on the detection, analysis, and management
of threats, based on its operational responsibilities and the contractual agreements established with its
clients. Investigations are carried out under a formal methodological framework, respecting the principles
of confidentiality, integrity, legality, and traceability.

Investigation services include, but are not limited to:

5.1 Incident Intake and Initial Analysis

CSIRT ASHA is authorized to:

Receive, analyze, and manage both internal and external security incidents.
Validate, classify, and prioritize events based on the defined severity matrix.

Initiate technical investigations based on indicators of compromise (loCs).
Coordinate escalations to specialized teams according to the nature of the incident.

5.2 Threat Intelligence

As part of its functions, CSIRT ASHA:

Integrates threat intelligence from internal and external sources (OSINT, SOCMINT, MISP,
commercial feeds, and ISAC communities).

Analyzes tactics, techniques, and procedures (TTPs) associated with known, emerging, or
regionally targeted threat actors.

Produces intelligence reports, alerts, and security advisories for clients, partner entities, and the

general public.
Actively participates in national and international forums (FIRST, OAS, CSIRTAmericas),
representing ASHA Solution.

5.3 loC Investigation

CSIRT ASHA conducts investigations on indicators such as:

IP addresses

Domains / subdomains

File hashes (MD5, SHA-256)

Suspicious URLs

Malware artifacts

Evidence of command and control (C2) infrastructure

Investigations include correlating loCs with threat databases, community repositories, MISP platforms,
and other collaborative intelligence sources.
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5.4 Evidence Preservation

When the incident requires it:

e CSIRT ASHA protects digital evidence for regulatory or legal purposes.
e Ensures the chain of custody following forensic best practices.
e Documents every action taken, maintaining full traceability.

5.5 Reports
Investigations include the preparation of:

e Detailed technical reports

e Executive summaries for senior management

e Security alerts

e Emerging threat bulletins

e Root Cause Analysis (RCA), when applicable

e Updates to the threat inventory and the cyber risk map

5.6 Service Coverage
CSIRT ASHA investigation services apply to:

e ASHA Solution internal infrastructure.

e Managed services (MSSP, CSIRT as a Service, MISP, CISO as a Service).

e Managed cloud platforms: AWS, Azure, GCP.

e Hybrid environments under active contracts and confidentiality agreements.

e Regional coordination in Latin America and support for global operations through strategic
partners.

6. Investigation Forms

CSIRT ASHA has an Official Investigation Request Form to channel and process security events, suspicious
indicators, brand abuse incidents, malicious activity, exposed data, or any request for specialized analysis.

The form is available at:
e https://ashasolution.com/contacto/

This form constitutes the primary contact mechanism to initiate a formal investigation. Its content is
described below:
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6.1 Applicant Contact Data

The necessary information is collected to ensure traceability and enable effective communication with the
person requesting the investigation:

Full name (required)

Email address (required)

Phone number

Country of residence

Organization (required)

Relationship with ASHA (client / non-client / partner)

This information will be used exclusively for incident management, in accordance with CSIRT ASHA
confidentiality policies.

6.2 Incident Description

The section allows the requester to briefly explain:

What is happening

What needs to be investigated

Perceived risks or potential impact

Source of the alert (internal team, end user, monitoring system, third parties)

In addition, it defines:

Urgency level (High, Medium, Low)

This helps CSIRT ASHA prioritize the request and assign an analyst appropriately.

6.3 Indicators

The form allows reporting technical indicators through structured fields:

IP addresses (one per line): Allows entry of suspicious IPv4 and IPv6 addresses or those associated
with the incident.

Domains (one per line): To report relevant domains, subdomains, or URLs.

MD5 hashes (one per line): Suspicious files or files related to malware.

SHA-256 hashes (one per line): Suspicious files or files related to malware.

These provide precise technical evidence for advanced analysis.

These fields allow CSIRT to initiate an immediate technical investigation and correlate data with external
sources.
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6.4 Attach Evidence (Optional)

The form allows uploading relevant files such as:

e Screenshots

e Records orlogs

e Suspicious malicious documents

e Additional evidence necessary to deepen the investigation

6.5 Post-Submission Process

Once the request is submitted:

e A confirmation of receipt is sent to the requester’s email.
e The case is registered in the CSIRT event management system.
e Ananalyst is assigned to evaluate the severity and scope.
e The investigation begins, including:
o Review of the indicators
o OSINT/SOCMINT analysis
o Correlation with MISP/FIRST intelligence
o Risk and impact assessment
Direct communication will be maintained with the requester throughout the entire process.

7. Disclaimer

The information contained in this document is provided “as is” for the purpose of supporting the
community served by CSIRT ASHA in understanding its services, contact processes, and operational
capabilities.

Although CSIRT ASHA makes reasonable efforts to ensure the accuracy, timeliness, and reliability of the
content presented here, it does not guarantee that the information is complete, free of errors, or
applicable to all possible scenarios.

Any use of this document by third parties is at their own responsibility.
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